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UY BAN NHAN DAN THANH PHO

MONG CAI
UY BAN NHAN DAN CONG HOA XA HQI CHU NGHIA VIET NAM
THANH PHO MONG CAI Déc lap - Tw do - Hanh phic
S6: 136/UBND-VP Mbéng Cdi, ngay 15 thdng 01 niam 2025

Vé viée thong béo phuong thirc, thu
doan mai cua tdi pham stir dung cong
nghé cao chiém doat tai san

Kinh giri: - Cac phong, ban, don vi thanh phd;
- Céac don vi nganh doc;
- Céac don vi: Cong an Thanh phd; BCH Quén
su, cac Pon Bién phong trén dia ban;
- UBND céc xa, phuong.

Thuc hién Céng vin sé 57/UBND-NC ngay 08/1/2025 ctia UBND Tinh vé
viéc thong bao phwong thirc, thu doan mdi cua t9i pham sur dung cong ngh¢ cao
chiém doat tai san. Theo d6, trong thoi gian gan déy trén dia ban tinh Quang Ninh
Xay ra tinh trang cac d01 tuong t6i pham xir dung cong nghé cao cat ghep hinh anh
nhay cam, gui tin nhan tong tién di t6i cac dong chi lanh dao, nguoi gitr chire vu tai
mot sd co quan, s& nganh dia phuong gdy burc xtc, anh huong xéau dén uy tin cua cac
ca nhén, tac dong tinh hinh an ninh chinh tri ndi bg, nhét la vao thoi diém chuén bi
dién ra Pai hoi dang b cac cap nhiém ki 2025-2030 (chi tiét theo Cong viin giri kém);
Tir tinh hinh trén, Uy ban nhan dan Thanh phé c6 y kién chi dao nhu sau:

1. Cac phong, ban, don vi chirc nang, don vi nganh doc, cac don vi: Cong an
Thanh phd, BCH Quan sy, cic Pdn Bién phong trén dia ban, UBND céc xa,
phuong tang cudng cong tac tuyén truyen canh béo dén can bo, dang vién khi tham
gia hoat dong trén khong gian mang can chu y:

- Canh gidc trudc nhitng phuong thirc, thi doan cta cac déi twong sir dung
thong tin, hinh anh ca nhén cua cén bg, dang vién dugc chia sé trén khong gian
mang dé cat ghép, tong tién; khong truy cap vao cac duong link la, khong tai cac
file, hinh anh dinh kém do nguoi la gui qua ung dung OTT, thu dién tir hodc cac
file nghi ngd ¢6 chira virus, ma doc; khong chuyeén tién hodc 1am theo huéng dan
clia cac dbi tugng dé tranh bi chiém doat tai san.

- Nhing trudong hop di bi cac dbi tuong giri hinh anh va tin nhén tong tién
can binh tinh, khong lién lac lai véi déi tugng, khong chuyén tién dudi bét ki hinh
thirc nao; dong thoi, nhanh chéng thong bao t6i ngudi than, ban be dé phong tranh
va trinh bdo véi céc co quan chirc nang dé duoc huéng dan xur ly.

- Chu ddng tu phong ngira, giam thiéu cac diéu kién, co hdi dé cac dbi tuong
loi dung thuc hién hoat d6ng pham t6i, nhu: Khong chia sé théng tin, hinh anh ca
nhén, nguoi than trong gia dinh, hinh anh doi tu 1én mang xa hoi; khong cung cap
thong tin ca nhén, tai liéu trong sir dung cac nén tang mang xa hoi; khong lam dung



céc thiét b thong minh dé truy cip mang xa hdi va cac dudng link la nham tranh bi
16 lot thong tin va cac dbi tugng sir dung vao muc dich x4u.

2. Phong Van héa — Thong tin phdi hop Ban Tuyén gido Thanh uy, Trung
tam Truyén théng va Vin héa dinh huéng hoat dong cua cac co quan truyen thong,
bao chi, cic trang théng tin dién tir, ting cudng cong tac tuyén truyén, canh bao
trong Nhan dan trude phuong thirc, thi doan cua loai toi pham trén dé nhan biét va
phong tranh; nang cao canh gidc va tang cudong bao mat thong tin.

3. Cong an Thanh phd tiép tuc nim tinh hinh, phbi hop véi céc ca nhan, co
quan, don vi lién quan xac minh, 1am rd hanh vi cia cac dbi tuong dé xir Iy nghiém
theo quy dinh ctua phép luat. Tang cuong cong tac bao vé chinh tri ndi bo tai cac co
quan, don vi, dia phuong trong thanh phd, nhét 1a vao thoi diém chuén bi dién ra
Pai hoi dang bo cac cip nhiém ki 2025-2030.

Thira Iénh UBND Thanh pho Vin phong HDPND-UBND Thanh phé thong
bao dé cac co quan, don vi biét trién khai, thuc hién./.

Noi nhin: TL. UY BAN NHAN DAN
- Nhu trén (Th/hién); KT. CHANH VAN PHONG

- TT Thanh uy (B/c); ’ . - 3
- Ban Tuyén giao Thanh uy (B/n Ph/h); PHO CHANH VAN PHONG

- TT UBND Thanh phé (B/c);
-P2,V7,V2;
- Luu VT.




UY BAN NHAN DAN CONG HOA XA HOI CHU NGHIA VIET NAM

TiNH QUANG NINH Poc lap - Ty do - Hanh phiic
S6: 57/UBND-NC Qudang Ninh, ngay 08 thang 01 nam 2025
V/v théng bao phuong thirc,
thi doan mdi cua tdi pham sir dung

cong nghé cao chiém doat tai san

Kinh guri:
- Cac s, ban, nganh; ’
- UBND cac huyén, thi xa, thanh phé.

Theo béo cédo ctia Cong an tinh, thoi gian gan day, trén dia ban tinh xay ra
tinh trang cac don tuong t9i pham sir dung cong nghé cao ct ghep hinh anh nhay
cam, gui tin nhén téng tién dbi v6i cac dong chi lanh dao, ngudi gilr chirc vu tai
mdt sO6 co quan, s&, nganh, dia phuong trong tinh bing phuong thire: Cac déi
tugng toi pham stir dung cong nghé cao tim kiém thong tin, s6 dién thoal, hinh
anh, cdc moi quan h¢ ctia nan nhén, thuong 1a ngudi ¢6 diéu kién kinh té, dia vi
xa hoi, trong d6 c6 mot s6 lanh dao co quan, don vi, doanh nghiép... tir nhiéu
nguon khéc nhau. Sau khi thu thép duge thong tin, céc dbi tu'qng su dung phan
mém cdng nghé cao, tri tué nhén tao cit ghep khuén mét cia nan nhan vao cac
hinh anh tir cac clip trén mang internet co an dung nhay cam. Péi tugng con gia
chup anh tir clip quay duogc tai hién truong bang cach dan biéu twong nit * ‘play”
vao gifra dnh hodc sir dung dién thoai quay lai anh da cit ghép va gui tin nhén
(kém hinh anh nhay cam) cho nan nhéan, yéu cau cic nan nhén chuyen tr vai
tram tridéu ddng dén hang ti dong vao tai khoan ngén hang hoac vi tién a0
(USDT) do chung chi dinh d chudc lai cac clip, hinh anh nay. Néu nan nhan
khéng chiu giao tién, ching doa s& chuyen tat ca cac hinh anh va clip thu thép
duoc 1én céc trang mang xa hoi, website c6 ndi dung khiéu dam, dm truy hodc
dan hinh anh Xung quanh noi nan nhan & va lam viéc; dong thoi, to cdo t6i gia
dinh, co quan dé céc nan nhén bj dnh huéng uy, tin, danh dy. Hanh vi cta céc déi
tugng khong nhimg gdy birc xic, anh huong x4u dén uy tin ctia céc ca nhan ma
con tac dong tinh hinh an mnh chinh tri n6i bd, nhét 13 vao thoi diém chuan bi
dién ra Pai hoi dang bo cac cap nhiém ki 2025- 2030.

Tir tinh hinh trén, dé phong ngira t6i pham sir dung cong nghé cao chiém
doat tai san, gay hoang mang du luén, gdy anh hudng xéu dén uy tin cua can bg,
dang vién; can cir dé xuit cia Cong an tinh ‘Quang Ninh tai Béo céo so 06/BC-
CAT-ANCTNB ngay 03/01/2025, Chu tich Uy ban nhéan dén tinh yéu cau:

1. Céac s@, ban, nganh va‘ Uy ban nhéan 'dan cac huyén, thi xa, thanh phé
tang cudng cbng téc tuyén truyén, canh bao dén cén b, dang vién khi tham gia
cac hoat dong trén khong gian mang can chi y:

- Canh gidc truéc nhitng phuong thirc, tht doan cta cac dbi twong loi
dung thong tin, hinh anh ca nhén cia can by, dang vién dugc chia sé trén khong
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gian mang dé cit ghép, téng tién; khong truy cp vao céc duong link la, khong
tai cac file, hinh anh dinh kém do ngudi la giri qua tmg dung OTT, thu dién tr
hodc céc file nghi ngd ¢6 chira virus, ma doc; khong chuyén tién hodc lam theo
huéng din cia cic dbi tugng dé tranh bj chiém doat tai san.

- Nhimg trudng hop da bi céc dbi tuong giri hinh anh va tin nhén téng tién
can binh tinh, khong lién lac lai voi d6i tugng, khong chuyén tién dudi bét ki
hinh thirc nao; ddng thoi, nhanh chéng théng bao téi ngudi than, ban be aé
phong trénh va trinh bao voi cac co quan chirc nang dé duge hudng dan xu 1y.

- Chi dong tur phong ngira, gidm thiéu céc didu kién, co héi dé cac ddi
tuong loi dung thyc hién hoat dong pham toi, nhur: Khong chia sé thong tin, hinh
anh ca nhan, nguoi than trong gia dinh, hinh anh doi tu 1én mang xa hoi; khong
cung cép thong tin cé nhan, tai lidu trong st dung cac nén tang mang xa hoi;
khéong lam dung céc thiét bi thong minh dé truy cdp mang xa hoi va cac duong
link la nhim tranh bi 19 lot thong tin va cac ddi tugng str dung vao muc dich xau.

2. S& Thong tin va Truyén thong phéi hop Ban Tuyén gido Tinh ty, Trung
tam Truyén thong tinh dinh huong hoat dong clia cac co quan truyén thong, bao
chi, céc trang thong tin dién tur, ting cudng cong téc tuyén truyén, canh bao
trong Nhén dan truéc phuong thirc, thi doan cua loai ti pham trén dé nhan biét
va phong tranh; nang cao canh giac va ting cuong bao mat théng tin.

3. Céng an tinh tiép tuc x4c minh, 1am rd hanh vi cia cac dbi tugng dé xur
Iy nghiém theo quy dinh ctia phap ludt. Tang cudng cong tac bao vé chinh tri ni
bo tai cic co quan, SO, ban, nganh, dia phuong trong tinh, nhat 1a vao thoi diém
chuén bi dién ra Pai hoi dang b céc cép nhi¢m ki 2025- 2030./. 45

Noi nhan: KT. CHU TICH
- Nhur trén;
- TT. Tinh dty, TT. HDND tinh (b/cé0)
- CT, cac PCT UBND tinh;
-V0, V1, V2, V3, V4 Chuyén vién NCTH;
- Chuyén vién NCTH, Phong HC-TC-QT-TV;
- Lwu: VT, NC1.
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